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Audit Committee
New College of Florida
Sarasota, Florida
This constitutes our report for the January 2010, agreed upon procedures outlined in the engagement
letter.
Business Office:

Purchasing Cards

Information Systems:

Systems Review
Disaster Recovery
Computer Security
Physical Controls

Office of Admissions and Financial Aid:

College Admission
Financial Aid
Scholarships

We have performed certain agreed upon procedures for the benefit and use of New College of
Florida. This agreed upon procedures engagement was conducted in accordance with attestation
standards established by the American Institute of Certified Public Accountants. The sufficiency
of these procedures is solely the responsibility of those parties specified in this report.
Consequently, we make no representation regarding the sufficiency of the procedures described
below either for the purpose for which this report has been requested or for any other purpose.
The purpose and scope of such operational review procedures performed were set forth in our
arrangement letter to you dated July 31, 2009.
We were not engaged to, and did not perform an audit of New College of Florida’s financial
statements, the objective of which would be the expression of an opinion on the financial
statements. Accordingly, we do not express such an opinion on the financial statements of New
College of Florida.
Our findings relative to internal control matters were limited to those which came to our
attention in connection with performing the aforementioned operational review procedures. We
express no opinion regarding the effectiveness of the entity's internal control over financial
reporting.
This report is intended solely for your use and the use of New College of Florida’s Board of
Trustees and management.
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We would like to take this opportunity to thank you for the courtesies which were extended to us
during the course of the engagement. The cooperation we received from your staff was greatly
appreciated.
Should you so desire, we would be happy to discuss these matters with you and assist you in
implementing any of the recommendations or suggestions described herein.

CPA Associates
March 11, 2010
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I.

BUSINESS OFFICE: PURCHASING CARDS
A review of P-cards was conducted to determine:
•
•
•
•
•
•
•

P-card applications and agreements are properly completed and approved by
authorized personnel;
Designated account managers sign a reconciler agreement;
P-card transactions are within transaction, daily and monthly spending limits;
P-cards are properly cancelled when an employee is separated from the College;
Items purchased with P-cards are within guidelines of acceptable items to purchase;
P-card transactions are properly logged, forwarded to approver and processed by
approver within required number of days;
Monthly reconciliations of P-card activity are being conducted in a timely manner.

Procedures Performed
Selected twenty (20) employees from the listing of P-card users and reviewed the
following:
•
•
•
•
•
•
•
•

Reviewed the completed P-card application for completeness and proper approval by
department head or supervisor;
Verified P-card agreement was on file, properly completed and signed by cardholder
and supervisor;
Verified Account Manger/Reconciler Agreement was on file, properly completed and
signed by the designated account manager;
Reviewed all transactions for a selected month from January 2009 through December
2009 for each cardholder and verified transactions were within transaction, daily, and
monthly spending limits;
Verified purchases made were allowable P-card commodity purchases;
Reviewed processing of P-card transactions to ensure they are being properly logged,
forwarded to approver, and processed within the required timeframe;
Verified monthly reconciliation was completed, properly supported by P-card
transaction documentation and noted that the reconciliation had the cardholder and
approver signatures;
Reviewed employees selected and their employment status during the time period
tested and verified that procedures for separated employees' cards were in place to
ensure card cancellation and no charges could be made to their account subsequent to
separation.

Findings
No findings were noted during our review.
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II.

OFFICE OF ADMISSIONS: COLLEGE ADMISSION
A review of the office of admissions policies and procedures related to student
enrollment was performed to determine the following:
•
•
•
•
•

Admittance of students is done within College admission guidelines;
Proper documentation is being maintained in student files;
Admission fees are being accurately charged and properly posted to student accounts;
Applicant information is properly entered into the Recruitment Plus database;
Policies for denied students are being followed.

Procedures Performed
Selected ten (10) students who applied for the Spring or Fall 2009 terms and performed
the following procedures:
•
•
•
•
•
•
•

Inquired of management and staff regarding processes for admission of students;
Reviewed student files to ensure proper documentation is being maintained;
Determined that admission fee was correctly charged to student accounts in Banner
and received prior to evaluation;
Compared student name and application status from the applicant listing to
information listed in the Recruitment Plus database;
Ensured that all application requirements were checked as complete in the
Recruitment Plus database.
Verified that the application decision listed in the Recruitment Plus database agreed
with the decision in the applicant listing that was mailed to the applicant.
For denied applicants, we verified the denial letter was sent in a timely manner.

Findings
No findings were noted during our review.
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III.

FINANCIAL AID OFFICE: FINANCIAL AID AND SCHOLARSHIPS
A review of the financial aid office related to financial aid and scholarships was
performed to determine the following:
•
•
•

Students receiving financial aid and scholarships meet the required qualifications for
the specific type of funding;
Proper documentation is obtained and retained in student files;
Procedures for posting financial aid and scholarships to student accounts are being
followed.

Procedures Performed
Selected fifteen (15) students from a listing of all financial aid and scholarship recipients
at New College of Florida during Spring and Fall 2009 terms and performed the
following procedures:
•
•
•
•
•

Obtained information from management and staff related to the processes of financial
aid and scholarships;
Reviewed student files and ensured proper documentation was obtained for the
applicable financial aid or scholarship type;
Confirmed that each student met the required qualifications needed to receive the type
of financial aid or scholarship funding;
Verified required information for each type of financial aid or scholarship was
correctly entered into the students record in Banner;
Verified that the total amount of financial aid and scholarships awarded was correctly
applied against students’ accounts in Banner.

Findings
No findings were noted during our review.
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IV.

INFORMATION SYSTEMS
A review of the Information System Department was conducted to determine the
following:
•
•
•
•
•
•
•
•
•

Current policies and procedures are in place for all areas relating to IT;
An IT committee exists and properly monitors IT activities for the College;
Backups of data are completed in a timely manner, retained for a reasonable period
and stored off site;
Security procedures are in place to safeguard data equipment, servers and system
data;
Monitoring is conducted for intrusion to servers and unauthorized or unusual access
to servers and systems;
A documented disaster recovery plan for all systems exist and off site disaster
recovery centers have been identified;
Recovery testing is completed with the Central Florida Regional Data Center
(CFRDC) and the North Western Regional Data Center (NWRDC) and documented
for critical systems to ensure data can be restored from back ups;
Required risk analysis under Florida Statues “Security of Data and Information
Technology Resources Act” has been completed and updated annually;
Proper procedures are in place to add or delete users from the Banner system to
ensure security of data.

A. Policy and Procedures
Procedures Performed
The Office of Information Technology underwent a major restructuring in December
2009 with the removal of the CIO and the department now under new leadership.
Interviews were conducted with the new Director of Information Support, Director of
Technology Support and the ERP Integration Manager concerning current policies
and procedures:
•

We reviewed current policies the College has in place for the IT areas noted
above. We also interviewed IT personnel and gained an understanding of the
following processes and procedures in place for the items listed below to ensure
they appear adequate for the size of the College:







Responsibilities of IT employees and IT committee;
Hardware/Software currently used and any upcoming changes;
Backup of system data;
Security over equipment, servers and system data;
Disaster recovery plans in place and testing of those plans;
Recovery testing of data of the college data.
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•

Reviewed the disaster recovery plan to verify it contains required information and
comprehensive procedures to be followed in the event of a disaster.

Findings
01-10-001

An IT committee is important to the organization as the College continues
to use computer technology and the data and security risks increase.
During the later part of 2008, the College formed the Technology
Advisory Committee. This Committee has met three times since then.
However, there is no set time schedule for when this Committee will meet.
CPA Associates recommends there be a formal meeting schedule to ensure
IT items are being reviewed in a timely manner.


01-10-002

There is no security system or fire or smoke detectors in the IT office that
houses critical IT equipment. Physical security over the IT office
containing IT equipment is important to ensure server and computer
equipment remain safe and data is not lost.


01-10-003

College Response: We agree. A security camera and fire/smoke
detector has been ordered and will be installed before June 2010.

There is no formal process in place to review for unauthorized access to
the Banner system. Per the former CIO, the “Guralog” report, which
shows all persons accessing Banner, was going to be reviewed to ensure
unauthorized access was monitored. There is no documentation of this
procedure being done since a prior review. It was also noted current IT
employees were unaware of this procedure and if it was being done. CPA
Associate recommends this report be reviewed at a minimum of weekly.


01-10-004

College Response: We agree. The Technology Advisory Committee
(TAC) met on April 14, 2010. During the 2010-2011 academic year,
the TAC will meet quarterly in September, December, March and May.

College Response: We agree. Beginning April 19, 2010, a weekly
report is generated which is reviewed by the ERP Integration Manager
and Director of Information Support.

There is not a formal process to monitor unauthorized access to the
College’s local servers. This should be done to ensure data is safeguarded
and unauthorized attempts are identified in a timely manner.


College Response: We agree. A server is being set up that will house
all of the server logs. This new system will monitor all server logs and
IT network staff will review the logs on a daily basis. This will be in
place and operational by May 24, 2010.
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01-10-005

In our prior reports we identified that there was no type of disaster
recovery testing being done to ensure data is readable and critical systems
can be restored in the case of an emergency. During 2009, testing was
completed on all the systems and any weaknesses or findings noted during
those tests were cleared. During our discussion with current IT personnel,
it was noted there is no formal time schedule or frequency identified for
these types of testing. It is recommended a formal time schedule be
developed for each type of testing to ensure all processes will function in
the case of a disaster.


01-10-006

Intrusion testing is being completed for the Banner server only. This is
being conducted by USF and a quarterly report is sent to the IT
Department for review. Any vulnerability is addressed and cleared then
the report is deleted. There is no documentation of this review process. It
is important to keep this documentation to be able to review for possible
patterns. Documentation should include when the items were cleared and
who cleared the items, as well as a supervisor review of the procedures
performed to ensure vulnerabilities are being addressed in a timely
manner. This was reported in the April 2007 audit report and later cleared
based on conversations with the CIO. Discussions with current IT
personnel responsible for this stated they were not informed to do this and
are not currently doing this.


01-10-007

College Response: We agree. The Disaster Recovery Plan has not yet
been approved by the Technology Advisory Committee (TAC). At the
last meeting in September 2009, it was decided that a subcommittee
would be formed to plan, review and maintain this specialty
documentation as it requires more specific expertise and time. The
composition of the subcommittee was approved at the TAC meeting on
April 14, 2010. Once the document has been formally approved, a
formal time schedule will be developed.

College Response: We agree. Documentation of the quarterly
intrusion scans along with the steps taken to clear the vulnerability is
stored in our tech office.

Per Florida Statues section 282-318-1984 The “Security of Data and
Information Technology Resources Act” requires each IT Department
head to be responsible for assuring an adequate level of security for all
data information technology resources. The State University System has
issued a Standard Practice entitled “Security” requiring each College to
establish an Information Security Manager. This person is to perform an
IT risk analysis and certify compliance annually. This was originally
reported in April 2007. See the original College response below:
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•

College Response: We agree. NCF’s CIO has appointed Jeff Smith as
our Information Security Manager. Ramon Padilla of the SUS IRM
organization was informed of this appointment in April 2007 and Jeff
Smith has attended his first meeting of the state group. Jeff is
committed to working with the IRM and performing all the steps
needed to ensure compliance.

Per current discussions with IT personnel and Jeff Smith, they were
unaware there was an annual certification requirement and Jeff was not
included in the preparation of the one completed in 2009. It is
recommended IT re-evaluate who will handle this responsibility and
ensure this requirement is being met annually.
•

01-10-008

During the operational audit of New College in May 2009, a memo was
issued by the Auditor General on May 25, 2009, regarding Security
Awareness and stated the College has no formal process in place to
provide training to its employees on this topic. Per signature of the CIO at
that time, the College was to work on implementing a formal training
program for security awareness. As of the date of this review nothing has
been done to implement a formal training program.
•

01-10-009

College Response: We agree. Effective immediately, the Information
Security Officer will perform an annual IT risk analysis and certify
compliance.

College Response: We agree. IT leadership and Human Resources
are currently collaborating on the development of a Security
Awareness program for both new and current employees.

There is no required time frame for the Recruitment Plus system or local
servers for users to change their passwords. Passwords should be changed
periodically to protect the security of the data and prevent unauthorized
access to systems.
•

College Response: We agree.
Recruitment Plus
Currently, there is no functionality delivered with College Board’s
Recruitment Plus that will automatically prompt users to change their
passwords at a given interval. According to Recruitment Plus
Technical Support Staff, they are planning to implement this
functionality in an upcoming version. Vanderbilt has shared a
workaround that will be put in place that will reset all passwords
automatically every 90 days while we await this functionality to be
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added to the system. This process is in the process of being built and
will be implemented by June 1, 2010.
Local Servers
Effective immediately, local server passwords are being changed every
90 days.
Prior Findings
06-09-002

It was noted the Disaster Recovery Plan has not been formally reviewed
and approved by the Technology Advisory Committee or the Audit
Committee. This policy should be formally approved and reviewed
annually for updates that need to be made.
June 2009 College Response: We agree. The Plan has been vetted with
the Campus Safety Office. Their feedback has been incorporated into the
document where appropriate. The document will be acted on by the
Technology Advisory Committee at the first meeting of the new term in
September or October 2009.
Update March 2010: CPA Associates discussed this with the current IT
personnel and noted no action has been taken on this finding.
•

06-09-003

College Response: We agree. The Disaster Recovery Plan (DRP) has
not yet been approved by the Technology Advisory Committee (TAC).
At the last meeting in September 2009, it was decided that a
subcommittee would be formed to plan, review and maintain this
specialty documentation as it requires more specific expertise and
time. The composition of the subcommittee was approved at the TAC
meeting on April 14, 2010. The subcommittee will meet during the
month of May to review and finalize the updated DRP.

The Disaster Recovery Plan lists all the responsible team leaders in the
plan for recovery efforts but does not list their contact phone numbers. We
recommend this be added to ensure the plan is complete and employees
can be contacted in a timely manner after a disaster has happened.
June 2009 College Response: We agree. The previous version only had
NCF numbers and email addresses. Current personal telephone contact
information has been acquired and included as part of the Disaster
Recovery Plan.
Update March 2010: CPA Associates discussed this with the current IT
personnel and noted no action has been taken on this finding
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•

College Response: We agree. Personal contact information (home
and/or cell phone numbers) for all members of IT and the designated
Joint Recovery Team (functional users) were added to the Disaster
Recovery Plan on March 18, 2010.

B. Internal Control Testing
Procedures Performed
•

•
•

Selected a sample of ten (10) new employees and verified the proper authorization
form was completed and approved and the user was properly added to the Banner
system. If no form existed, verified employee did not have access to the Banner
system.
Selected a sample of ten (10) new employees and verified the “Data Access and
Security Compliance Statement” was signed by the employee upon hire.
Selected five (5) employees who have been terminated and verified user has been
locked or deleted from the Banner system in a timely manner.

Findings
No findings were noted during our review.
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